Abstract. Mayers and independently Lo and Chau have shown that unconditionally secure quantum bit commitment is impossible. In this paper we show that under the assumption that the sender is not able to perform generalized measurements involving more than n qubits coherently (n-coherent measurements) then quantum bit commitment is possible. A commitment scheme is δ-binding if for each execution there is anx ∈ {0, 1} that cannot be unveiled with probability of success better than δ. Our bit commitment scheme requires the transmission of N qubits and is δ-binding, for any δ > 0, if the committer can only carry out n-coherent measurements for some n ∈ Ω(N ). For some α > 0, the scheme is 2 −αN -binding against n-coherent measurements for some n ∈ Ω( √ N ). The security against malicious receivers is unconditional.
Introduction
The first application of quantum mechanics in cryptography was proposed by Wiesner [34] in the late 1960's through what he called "quantum multiplexing". Classically, this primitive has been reinvented a decade later by Rabin [32] as one-out-of-two oblivious transfer. The power of oblivious transfer is known to provide the sufficient and necessary tool for solving the very general secure twoparty computation problem [20, 15] . In its original paper [34] , Wiesner describes an attack based on generalized quantum measurements against its own scheme. Although proven insecure, Wiesner's scheme requires a quantum attacker with technology far beyond what is achievable today. In 1984, Bennett and Brassard proposed two new cryptographic applications of quantum mechanics: secret-key exchange and coin flipping by telephone [3] . Whilst the former is still strongly believed to be secure [25, 7] the latter was already known to be breakable using EPR pairs [16, 3] . The proposed coin flipping protocol can be modified easily to implement a quantum bit commitment scheme that can indeed be defeated by the same EPR attack [9] . Unlike Wiesner protocol, the attack is conceivable using today's technology [1] . Some attempts to find a quantum bit commitment scheme not suffering the same weaknesses have then been made [9, 10] . In 1993, Brassard, Crépeau, Jozsa and Langlois [10] proposed a quantum commitment scheme (the BCJL scheme) that was claimed to be unconditionally secure until Mayers discovered a subtle flaw in 1995 [26] . This was bad news considering Yao [35] had provided a proof that, under the assumption that secure bit commitment scheme exists, the BBCS protocol [5] for quantum oblivious transfer(QOT) is secure. Despite BCJL was known to be insecure, it was still conceivable that a secure quantum quantum bit commitment scheme could be found.
The situation turned out to be a dead end when Mayers [29] , and independently Lo and Chau [22] , showed that no quantum bit commitment whatsoever exists. It was shown that the EPR attack can be generalized against any quantum bit commitment provided the committer can deal with large entangled quantum states. Different approaches have then been tried in order to escape the no-go theorem [13] . All these attempts aimed at taking advantage of subtle assumptions in the theorem statement. The common feature of most approaches is the use of a classical assumption that has to hold only temporarily. The goal being to build from such a temporary assumption a commitment scheme that is both concealing and binding even after the assumption is withdrawn. Unfortunately, none of these attempts has produced a scheme achieving more than what classical cryptography alone can provide. Quantum bit commitment is now known to be impossible in scenarios lying beyond the initial statement of the no-go theorem [11] . It naturally raises the question of what assumptions are needed in order for secure quantum bit commitment to exist and can these assumptions be made independent of the classical one whilst remaining meaningful? In other words, does quantum mechanics helps in providing secure two-party computation?
In this paper we consider a physical limitation upon which the security of quantum bit commitment, and QOT [35] , can be based. The assumption does not restrict the computing power and therefore makes sense whether or not oneway functions exist in the classical world [19] . For, we restrict the ability of one party to carry out arbitrary quantum coherent measurements. We say that a measurement is n-coherent if it involves no more than n qubits coherently. We propose a variant of BCJL that is shown to be secure under this restriction. One reason for considering this assumption is that large coherent measurements are not known to be realizable by a reliable physical process. As an example, consider the simplest interesting case n = 2. Perhaps the most important 2-coherent measurement that is not 1-coherent is the Bell measurement which, together with the ability to produce EPR pairs, leads to quantum teleportation [6] . Interestingly, although quantum teleportation has been shown to work experimentally [8] , the Bell measurements could only be approximated. It is in general more difficult to make several qubits interact in a measurement than producing entangled states [31, 24, 8] . Whereas EPR pairs can be easily produced experimentally, measuring in the Bell basis requires more work. Even though Bell measurements will probably be accomplished in the near future, large coherent measurements are very challenging even in a controlled environment. The complexity and reliability required for the physical process implementing large n-coherent measurements might well not be achievable in a foreseeable future. A coherent measurement can be seen as an unitary transformation acting on the observed system plus an ancilla, followed by a standard Von Neumann measurement. This process is exactly what is meant by a quantum algorithm. The ability to perform n-coherent measurements suggests that quantum computers working on n qubits can also be realized. However, it might be the case that n-qubits quantum computers exist but n-coherent measurements against quantum protocols don't. One reason could be that quantum cryptography, unlike quantum computation, can take place in an extremely hostile environment for the survival of large entangled quantum states [17] . Our result shows that large coherent measurements are necessary in order to apply Mayers' attack against our scheme. A commitment scheme is δ-binding if for each execution there is a bitx ∈ {0, 1} that cannot be unveiled with probability of success better than δ. Our bit commitment scheme requires the transmission of N qubits and is δ-binding, for any δ > 0, provided the committer can only carry out n-coherent measurements for some n ∈ Ω(N ). For some α > 0, the scheme is 2 −αN -binding against n-coherent measurements for some n ∈ Ω( √ N ). The commitment is also shown to conceal unconditionally the committed bit.
In section 2 we give the preliminary ingredients. Section 3 presents a variation of the BCJL protocol, called LJCB. In section 4 we introduce the definitions and tools about quantum measurements and outcomes. In section 5, we define the class of n-coherent strategies against the binding condition. We show that LJCB is binding against the class of n-coherent strategies for some n ∈ Ω(N ) where N is the total number of qubits sent through the quantum channel. In section 6, LJCB is shown to be unconditionally concealing. We conclude in section 7.
Preliminaries
We write x ∈ R X for "the element x is picked uniformly and randomly from the set X". Notation x y for x, y ∈ {0, 1} n means
. . , x n } and s ∈ {0, . . . , n} we write X s for the s-th element x s in X. If y represents the outcome of some random experiment then we write y as the random variable associate with the experiment. We denote the Shannon entropy and information functions by H(y) and I(y) respectively. is. This phase of the bit commitment scheme is called the committing phase. After a while, Bob can ask Alice to unveil x in such a way that it is not possible for her to unveil 1 − x without being detected. This phase is called the opening phase. The security of such a scheme is captured by the following definition: In this paper we are concerned with a slightly weaker form of the binding property than what is usually considered. Namely, we allow the sender to change her mind with some bounded probability of success δ. Nevertheless, a δ-secure bit commitment scheme is sufficient for secure quantum oblivious transfer [35, 5] . Mayers' theorem shows how to break any concealing commitment by constructing an attack allowing to reveal any bit with probability of success almost 1. The attack also applies for concealing but δ-binding commitment schemes whenever δ < 1 [28, 29] .
Quantum Coding
The essential quantum ingredient is the BB84 coding scheme [3] . In order to transmit the bit b = 0 one of the two non-orthogonal quantum states |0 + = 1 0
is chosen and sent through the quantum channel . We have, for any b ∈ {0, 1}, that (see [10] for more information)
Equation 1 stands as long as the coding basis θ is random and independent. One interpretation of equation 1 is that the BB84 coding scheme is inherently ambiguous. Given any outcome of any quantum measurement, the transmitted bit b cannot be known with probability better than cos
No possible outcome of any measurement can give more information about b than 1−H V N (ρ b ) simply because the quantum state does not carry more information than that. For any X ⊆ {1, . . . , n} and b ∈ {0, 1} n we define ρ X (b) = ⊗ i∈X ρ bi as the density matrix associates with b X when b is transmitted according to the BB84 coding scheme. As for equation 2 we have that
In addition, since ρ + = ρ × it follows that for all measurements no outcome gives information about the transmission basis.
Generalized Measurements
It is shown in [27] (see also section 2.2 of [33] ) that any possible measurement can be represented by a single IPP (Inner Product Preserving Operator) transformation from the initial space of states to a larger space of states followed by an ordinary von Neumann measurement on the latter. An m-outcome generalized measurement on a space V is described by m operators
such that if the initial state is |φ and the observed classical outcome is k then the state after the measurement, up to normalization, is M k |φ . The probability to observe k when |φ is transmitted is M k |φ 2 . The operator M k is IPP if it is represented as a matrix of orthonormal columns. An IPP operator M k for the measurement of an n qubits system has 2 n columns. The value k is called the classical outcome for M k . From M k , we define the column vector Φ θ ( k |b) = M k |b θ containing the transition amplitudes from state |b θ to any of the final state in M k . The probability of observing k when |b θ is the initial state is
is not a vector but a complex number. We use the IPP representation because, as in [30] , we want to analyze measurements acting on a fixed number n of qubits independently of the degree of freedom provided by appending an ancilla to the system (unlike the POVM model). When we say that a measurement is n-coherent, we mean that it measures a quantum state of dimension 2 n regardless the dimension of the ancilla.
The Protocol
The protocol we describe works on the same principles than BCJL [10] . The main difference is the direction of the quantum transmission allowing Alice to commit. For this reason our scheme is called LJCB. Unlike the BCJL scheme, the commitment is made by choosing how to measure the received qubits. The commitment is initiated by Bob who sends to Alice N qubits in state |b θ for b ∈ R {0, 1} N and θ ∈ R {+, ×} N . For each qubits she receives, one of the two incompatible Von Neumann measurements + and × is chosen and the result is announced to Bob. Since the two measurements are incompatible, even knowing the outcome does not reveal all the information about which one has actually been done. Let C be an error-correcting code of length N , dimension k and minimum distance d. The code C does not need to have an efficient decoding algorithm. In order to commit (see protocol 1), Alice picks c ∈ R C, measures the i-th photon π i with the Von Neumann measurement {+, ×} ci and announces the classical outcome β i ∈ {0, 1}. Alice also chooses and announces a random r ∈ {0, 1} n subject to r c = x. This completes the committing phase. In order to open x (see protocol 2), Alice simply announces c and x allowing Bob to verify (for each π i ) that when she measured in the basis he had chosen then the announced outcome corresponds to the bit originally sent. In this paper, we assume a noiseless quantum channel allowing Bob to reject Alice's commitment as soon as one position i is found such that θ i = c i but b i = β i . The case of a noisy quantum channel will be addressed in the final version. 
4:
N DO i=1 -Bob1. c ∈ C, 2. (∀i ∈ {1, . . . , N})[θi = ci ⇒ bi = βi] and 3. x = c r.
Tools
In this section, we give general properties applicable to any quantum measurement Alice may apply when she commits and opens the bit x. These properties are tools that will be used to deal with Alice general strategy against the binding condition.
When Alice commits, she measures the initial state |b θ in order to get the classical outcome r, β . When she opens x, she refines her measurement and gets the final classical outcome r, β, c . The bit x needs not to appear in the final outcome description since it is uniquely defined as c r. It is convenient to write r, β, v to represent a partial outcome with an extra piece of information v ∈ V for an arbitrary set V. The extra outcome v will be used in section 5 to model successive steps in Alice opening strategy. The final outcome r, β, c is accepted by Bob if and only if c ∈ C and the string b ∈ {0, 1} N is in the set
The following definition characterizes partial outcomes r, β, v allowing to announce safely the codeword c.
Definition 2. A partial result with classical outcome r, β, v is (θ, c, p)-safe if for
n and c ∈ {+, ×} n we have
We also say that r, β, v is (c, 
This allows to rewrite equation 4 as
Next lemma shows that promising partial results don't always exist. r, β, v is (θ, c, c , p)-promising. ¿From equation 6 , for all θ ∈ Θ, S(β, c, c , θ)| r, β, v is (θ, c, c , p) 
By construction we also have that
Since no measurement outcome gives information about the transmission basis θ, we have that P (θ ∈ Θ| r, β ) ≥ q. It follows from Bayes' law that
The amount of uncertainty about b ∆(c,c ) can therefore be upper bounded as follows:
The above equation contradicts the lower bound expressed equation 3 since 
The Binding Condition

n-Coherent Opening Strategies
Alice's opening strategies are of the following form:
-During the committing phase, Alice incompletely measures the N qubits in order to get the partial outcome r, β for r ∈ {0, 1} N and β ∈ {0, 1} N . She announces r and β to Bob. -During the opening phase, Alice completes her previous measurement according to the bit x she wants to unveil. The outcome of the refinement is a codeword c ∈ C and the unveiled bit x ∈ {0, 1} is c r = x. The final and complete outcome r, β, c allows Bob to learn x.
An opening strategy is n-coherent if all measurements performed by Alice during both phases are n-coherent. Unlike fully coherent strategies, a n-coherent strategy is made out of t ≥ N n measurements depending only classically upon each others. Each possible measurement must be expressible as an IPP operator with no more than 2 n columns. However, the description of each IPP operator may depend upon some partial outcomes obtained from previous measurements and therefore can change dynamically as the opening strategy evolves. In order to model arbitrary n-coherent opening strategies, it is convenient to use a tree structure T n N . Each node in T n N represents the current state and the next measurement to be applied. The relevant operations are quantum measurements and classical announcements. For the sake of simplicity, we only represent in T n N the opening part of Alice's strategy. In other words, the root of T n N represents the first refinement Alice applies from the partial outcome r, β when the opening phase is initiated. We require that each measurement along any path P of T n N can be expressed as a set of measurements M P = {M 1 , . . . , M t } where each M ∈ M P , is an IPP operator of at most 2 n columns acting on a subset B ⊆ {1, . . . , N} of the received qubits. Without loss of generality we assume that all announcements are made at the very end of the measurement process i.e. they are leafs of T n N . We also assume each internal node to define a binary outcome refinement. The outgoing edges are labelled according to the possible outcomes and lead to the next node. At the end of each path, a final announcement c ∈ C is made. Each path P in T n N defines a complete final outcome r, β, c which is the concatenation of all t measurement outcomes defined along P . Since each measurement M i ∈ M P is applied to a block B i ⊆ {1, . . . , N} of at most n qubits, P defines a partition B = {B 1 , . . . , B t } such that for all i ∈ {1, . . . , t}, #B i ≤ n. Each measurement M i may act coherently on photons {π j } j∈Bi . We call B the block decomposition of P and each B ∈ B is called a block. 
Next lemma gives some simple properties any n-coherent opening strategy T n N must have. The proof is omitted but follows easily from the definition 4 and the above discussion. 
If r, β, v(d) is both (c, , q)-safe and (c , , q)-safe then r, β, v(d) is
(c, c , , , c B and r, β, c B is (c, , q) 
LJCB is Binding
In this section we prove that whenever n is small with respect to C's minimum distance d, Alice cannot change her mind with arbitrary good probability of success. The smaller n is, compared to d, the better the probability is for Bob to detect Alice changing her mind. Next lemma shows that any successful strategy allows to unveil only one c ∈ C with good probability of success. The binding condition will then follow. 
2 , 2q−1)-promising. Since both #Γ 0 and #Γ 1 are greater than t − 2(l + 1) it follows that Next theorem uses lemma 3 in order to conclude that LJCB is δ-binding for any δ > 0 and against all n-coherent opening strategies for some n ∈ Ω(N ). x , β)| r, β, c x ) ≥ γ l contradicting lemma 3. It follows that there existsx ∈ {0, 1} having probability less than δ(l)
l of being unveiled with success.
The Concealing Condition
In this section we show how to choose the code C such that Bob gets almost no Shannon information about the committed bit x. The technique is similar to the one introduced in [10] to deal with the concealing condition of BCJL. Here, we sketch the proof that LJCB is concealing along the same lines. We first define the density matrix ρ c that characterizes Bob's view about c ∈ C given the announcement r, β . We then show that Bob's view about c is equivalent to receiving c through a noisy channel. This is done by introducing a fictitious protocol used by Alice to send c ∈ C in such a way that Bob gets the same view than after the committing phase of LJCB. We finally show, using privacy amplification techniques [4, 12] , that the fictitious protocol conceals x and therefore so it is for LJCB.
The most general attack for Bob is to prepare a quantum system initially in pure state |ψ ∈ H 2 N ⊗ H B where H 2 N is the Hilbert space of N qubits and H B is an auxiliary Hilbert space helping Bob in its quest for x. The quantum state |ψ can be written, for some I ∈ IN, as |ψ = 1≤i≤I a i |ψ
where |ψ
∈ H B and the a i 's are complex numbers such that i |a i | 2 = 1. We do not require |ψ The above procedure gives exactly the same view than what Bob would get if he had prepared the entangled state |ψ since |ψ is a purification of Simulate(ψ) [18] . The density matrices, for Alice's and Bob's systems, before M is applied are identical in both cases. It follows that M behaves the same way in both scenarios and therefore, if the initial preparation |ψ helps Bob in cheating then so it is for Simulate(ψ). By the same argument, each qubit π i can be assumed in pure state |φ i ∈ H 2 allowing us to restrict the analysis to Bob's strategy consisting of sending N qubits in state ⊗ N i=1 |φ i . Let Bob's qubits π i , for i ∈ {1, . . . , N}, be in quantum state |φ i = cos α i |0 + sin α i |1 where α i is an arbitrary angle. For m, w ∈ {0, 1}, let p wm (α i ) be the probability that Alice observes the classical outcome m whenever |φ i is measured in basis {+, ×} w . We have that p 00 (α i ) = cos 
The density matrix ρ x (α) associates with the commitment of bit x and given the polarization angles α = α 1 , α 2 , . . . , α N is such that (see [10] for details)
Consider the following fictitious protocol for transmitting c ∈ R C from Alice to Bob. It is easy to verify that the density matrix ρ x (α) corresponding to the transmission of a random codeword from C in fictitious(x), satisfies ρ x (α) = ρ x (α). 
. , N}, Alice sends to Bob a photon πi in state:
-If ci = 0 then she sends |0 with probability p00(αi) and sends |1 with probability p01(αi), -If ci = 1 then she sends |0 with probability p10(αi) and sends |1 with probability p11(αi).
3: Alice announces a random r ∈ {0, 1}
N such that c r = x.
Protocol fictitious(x) does not require the transmission of qubits. Classical communication is enough since only orthogonal states are sent. Given α, Bob's view about c in LJCB is the same as if c was sent through a classical noisy channel. Let ω i be the bit received by Bob in the i-th transmission. In general, for any c, w ∈ {0, 1} and any actual view V i up to the i-th transmission , we have
An easy calculation shows that for any actual view V i , the best choice for α i
for v ∈ IN works equally good. In order to simplify the analysis, we assume that C is a [N, k]-systematic random code. This ensures that for all i ∈ {1, . . . , k}, P (c i = c|V i ) = 1 2 allowing us to set α i = 0 without loss of generality. In addition, we also assume that the redundancy partc ∈ {0, 1} N−k of c ∈ C is sent perfectly to Bob. This new procedure is called fictitious * (x) and is identical to protocol 3 except that C is systematic and only the message part m ∈ {0, 1} k of a codeword c is sent imperfectly. Obviously if Bob does not get much information when c is sent according to fictitious * (x) then he gets no more information whenever c is received according to fictitious(x).
The first step consists of finding a lower bound on Bob's Rényi (or collision) entropy about c before Alice announces the redundancy partc and r ∈ {0, 1} N in fictitious * (x). Setting α i = 0 in equation 9 gives that for all c ∈ {0, 1}:
The subset of positions J ⊆ {i|ω i = 0} is, except with negligible probability 2
Bob's Rényi entropy R(c|V) given the view V = ∪ 1≤i≤k V i after the transmission of the k bits of message in c is such that,
Next, Bob learns perfectly N −k parity bits about c J . The situation is identical to receiving the bits in c J over a binary symmetric channel with error probability 1 3 plus u = N −k parity bits. This situation has been analyzed extensively in [12] . It is shown that, except with probability 2 −λk , the Rényi entropy R(c|V ∧ U = U ) given the complete view V and the parity bits U satisfies:
Equation 12 and the privacy amplification theorem (PAT) of [4] allows to conclude that the committed bit x = c r is statistically hidden to Bob. 
Conclusion
Theorem 1 and 2 ensure that LJCB can be tuned to provide both the binding and the concealing conditions. Using Gilbert-Varshamov bound (GVB) on random binary codes allows to conclude that the same tuning can satisfy both conditions simultaneously. According to GVB [23] , a random N × k matrix with is small even for relatively large values of δ(l). It is important for practical applications to improve the constants appearing in the statement of theorem 3.
Bootstrapping the BBCS protocol with LJCB leads to secure QOT provided the receiver cannot carry out n-coherent opening strategies against the commitments [35] . In BBCS, the receiver must commit on measurement outcomes. Two commitments are produced for each of the N qubits received. ¿From theorem 3 and assuming each commitment requires the transmission of N qubits, we get that BBCS is secure against n-coherent measurements for some n ∈ Ω( √ N ). Moreover, one call to BBCS is sufficient to get a 2 −αN -secure commitment scheme for some α > 0. The resulting commitment is therefore 2 −αN -secure for some n ∈ Ω( √ N ) as well. This leads to our main open question: Is LJCB 2 −αN -binding against any n-coherent opening strategy for some n ∈ Ω(N )?
When used in BBCS, LJCB allows to realize QOT using only unidirectional quantum transmission. If QOT is used for quantum identification [14] then the scheme achieves unconditional security for the client and conditional security for the server. All quantum transmissions taking place are from the client to the server. This is interesting in practice because only the technology for sending photons (which is simpler than the one for receiving) is required for the client. However, in other scenarios it might be better to have a commitment scheme where the committer is sending the qubits. In such a case BCJL would be a better choice. Theorem 3 should also hold for BCJL but with different constants. It would be interesting to prove theorem 3 for BCJL as well.
Different experiments in quantum information theory (see [17, 24, 8, 31] ) have given strong evidences that our assumption is realistic. It appears that the physical complexity of implementing n-coherent measurements grows very quickly as n increases. Today's technology only allows to deal imperfectly with the simple case n = 2. Future experiments will be important in order to capture more precisely what is the inherent difficulty of implementing arbitrary large coherent measurements. Despite the fact that quantum cryptography does not provide unconditional secure two-party computation, it allows to base cryptography upon physical, realistic and well-defined assumptions. In this paper, we have shown how quantum mechanics can help in providing an alternative framework to complexity-based cryptography.
